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) ) e e e Bera BC-4 / PykoBOACTBO MO 3KCMayaTaLmm

HacTosulee pyKOBOACTBO pacnpoCTpaHaeTcs Ha 6a3oBble CTaHuuMn Bera 6C-4 (nanee —
6aszoBasi ctaHuus, BbC) npomsBoactea OOO «Bera-A6contot» M onpenensieT nopsiaoK
YCTAaHOBKM W MOAK/MOYEHUNS, @ TaKXe COAEPXKUT KOMAHAbl YMpaBieHUs U OnucaHue
dYHKLUMOHana.

r
? ba3oBble CTaHUMM MOTyT MOCTaBNATbCA 6€3 BCTPOEHHOro MPOrpamMmMHOro
obecneyeHus Nno 3anpocy

PyKOBOACTBO mMpeAHa3HavyeHoO [ANg CreunanncToB, O3HAKOMIJIEHHbIX C MpaBuiIaMm
BbIMOIHEHMS MOHTAXHbIX PaboT B O6NACTM PA3NUYHOIO INEKTPOHHOIO U 3NEKTPUYECKOrO
o60opyA0BaAHMUS.

3anpeLeHo ncnosibzoBaHMe Npubopa Npu Nto6bIX HEMCNPABHOCTAX
B cnyyae BO3HMKHOBEHMS HEUCNPAaBHOCTU HEO6XOAUMO CBfi3aTbCA C
TeXHUYEeCKOM NoAAEPXKOM NpousBoauTens

B uensx npenoTBpalLeHMs BO3SMOXHbIX TPaBM W/MAM MONOMKKM O60pYyAOBaHUS nepes
HacCTPOWMKOW U  3IKCrulyatauuMer  HacTOSATeNlbHO  PEKOMEHAYeTCHd  WM3YYUTb  pasaen
«PekomeHpaumm no 6e30nacHOM 3KCnayaTaumumy.

Ona o6ecneyeHuss npaBunbHOrO (PYHKUMOHUPOBAHUSA YCTaHOBKa W
HacTpoMKa 6asoBoiu CTaHUuun DOJDKHbI OCYLLEeCTBASATbCS
KBann$puumMpoBaHHbIMU CneLnaimcTamm

OOO «Bera-A6contoT» COxpaHsieT 3a Cob6boM npaBo 6e3 npeaBapUTENbHOro
YBEAOMJIEHWNS BHOCUTb B PYKOBOACTBO M3MEHEHMS, CBSI3aHHbIE C Yy4dlleHNEM OOOPYAOBaHMS
M NPOrPaMMHOro obecneyeHms, a Takxe AN YCTPaHeHWs ONeYaToK M HETOYHOCTEMN.
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm B BEE’E

ba3oBas cTaHUMs NpeaHa3HadeHa Ans pas3BopadmBaHma cet LoRaWAN® Ha yacToTax
AnanasoHa 863-870 M.

basoBad cCTaHumss paboTaeT Ha oOnepauMoHHOM cucteme Linux u  unmeeTt
npenycTtaHosneHHoe 1O Packet forwarder.

MnTaHMe 6a30BOW CTaHUMKM N COOBLLEHME C CEPBEPOM OCYLLECTBASETCS Yepe3 KaHa
Ethernet.

HacTpowka ocyliectenseTtcsa yepes kaHan Ethernet ¢ ncnons3oBaHmem npoTtokona SSH,
6o vyepes Web-mHTepdenc 6a3oBomn cTaHUMM, NTM6O NPU HEMOCPEACTBEHHOM MOAK/IOYEHNMN
K niaTe ycTpomcTea ¢ nomoubio USB-kabens. B cnyyae nogknodenus yepes SSH mnnn USB,
HEeO6X0AMMO BOCMO/b30BaATLCA /IIO60M TEPMUHANILHOW NporpaMmmon (Hanpumep, PUTTY).

ba3zoeas cTtaHumsa numeet GSM/LTE-Moaynb C BO3MOXHOCTbIO YCTAaHOBKM ABYX SIM-kapT
cTaHgapta Nano-SIM, koTopbith obecneymBaeT OOMONHUTENbHbLIA KaHan CBA3W C CETEBbIM
CEPBEPOM UM BCTPOEHHBIN MPUEMHUK [NO6aNbHbIX CMYTHUKOBbBIX HABUIALMOHHBIX CUCTEM
MTOHACC/GPS ons onpeneneHus MeCTONoNIOXeHUS 6a30BOM CTaHLNN.

Pesusna N2 02 ot 14.04.2026 5



2 Beea Bera 5C-4 / PykoBOACTBO MO 3KCMayaTaumm

OCHOBHbIE
KaHan cBs3un € cepBepom Ethernet, LTE (onuws 3aka3a)
OnepaunoHHas cuctema Linux (ARM)
Moaynb GPS/LTE ornums 3aKkasa
Twn aHTeHHbl Mmoayns GPS/LTE BHeWHSsS (SMA) nnm BcTpoeHHas (onums 3akasa)
VIHTepdenc ons HaCTPOMKM YyCTPOMCTBA USB-nopT (mini-USB, type B)
[Jrana3oH pabounx TemnepaTyp -40..+70 °C

LORAWAN®
KonnuecTBo kaHanos LoRa 8 nnn 16 (onuusa 3akasa)
YacToOTHbIE NAaHbl (MO YMONYaHMIo) RU8B68, EU868, KZ865
YacToTHble NnaHbl (Mo 3akas) IN865, AS923, AU915, KR920, US915
YacTOTHbIN AMana3oH 863-870 MI'y,
YyBCTBUTENBHOCTb MPUEMHMKA -141 dBm (npw: LoRa, SF12, 125 kHz BW)
MowHOCTb NepefaTymka no 500 mBT
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm

Twn aHTEeHHbI

AHTEHHbIN Pa3beEM

MoTpebnsiemast MOLWHOCTb
MNuTaHwe

Pe3epBHbIN UCTOYHWUK MUTAHMUS

Pa3smepbl kopnyca

CTteneHb 3aWnTbl KOpnyca

KpenneHne

PeBn3ma N2 02 ot 14.04.2026

BHeLLHsAs B KonnyecTtBe 1 nam 2 (onuwsa 3akasa)

N-Type female

NMATAHUE
no 15 Bt
Passive PoE 4,5(+) 7,8(-) 15 BT
na
KOPIYC
185 x 258 x 72
IP66

Ha 6ankun/MauTbl



OX Beaa Bera 5C-4 / PykoBOACTBO MO 3KCMayaTaumm

BHEWHWN BUA YCTPOWUCTBA

basoBas CTaHUMA BbiMyCKaeTCs B MPOYHOM KOPMyCe, KOTOPbIN MMEET CTEMNEHb 3aLlMThl
IP66. Ha 3amHen cTeHke pa3MelleHO KpenfieHue Aas yCTaHOBKM Ha MavTbl C MOMOLLbIO
MeTaNNNYeCKMX XOMYTOB.

IP66 ;

1 — N-KOHHeKTOp A5 BHELWHEN aHTEHHbI 3 — KJlanaH BEHTUASILMOHHOIO

OTBepCTUS
2 — repMoBBO[ (MOXeT 6bITb OANH UM ABa

Ha kopnyce) 4 — KpenneHue Nom XOMyTbl
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm "5" BEEE

5 — KOHTaKT NOAK/OYEHMS 3a3EMIEHUS

Kopnyc ocHalleH repMoBBOAOM TUNopasmepa M12 kabensa Kpyrnoro ceyeHns @ 5-6 mm.
BHyTpw repMoOBBOAa YCTAaHOBAEH YMIOTHUTENb, OH6EeCneYmBatoWnn COBN0AEHNE 3a9BNEHHOMN
CTeneHn 3alMTbl KOpnyca YCTPOMCTBA. TakxXe YyNNOTHUTENb pacrnonaraeTcs no nepumeTpy
Koprnyca Mexay [ABYMS €ero 4acTamu. YpaneHue ynnoTHUTENS MOXET MpuBecTn K
NPOHMKHOBEHWMIO BOAbl BHYTPb KOpnyca ©6a3oBOM CTaHuMW. KnanaH BEHTUASALMOHHOIO
OTBEPCTUS BOLOHEMPOHULAEMbBIN U CAYXWUT A9 BblIPAaBHMBAHWS OABNEHWS BO34yXa BHYTpU
KOPMycCa 1 CHapy»XMW.

Ha nnate 6a3oBoW CTaHUMM pasMeLlleHbl CpencTBa yrnpaBneHNa n MHAWMKaunn, a TakxXe
BXOAHbIE M BbIXOOHbIE MHTepC])eVICbI.

PeBunsna N2 02 o1 14.04.2026 9



1—SIM1
2 — SIM2

3 — JOMOJIHUTENbHbIN
pPa3béM 49 MUTaHUS

4 — pasbem s
micro SD-kapTbl

5 — pa3bem ans
Ethernet-kabens

6 — KHOMKM yrpaBieHms
7 — USB-xocT

8 — cBeTOAMOOHbBIE
WHIMKATOPSI

9 — mini-USB-nopT

10 — pa3beMsbl 48
NOAKMOYEHMS aHTEHH

10
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm (> BEE’E

Ba3oBas CcTaHLMs MOAKNOYAETCS K CETU MHTEPHET 8-XXWM/bHbIM CETEBbIM Kabenem (BUTas
napa), yepe3 pasbeém 8P8C Ha nnate. Kabenb MOXET OblTb O6XaT MO CTaHAapTam T568A u
T568B. KoHTakTbl HymepytoTcs ¢ 1-ro no 8-1 cnpasa HaneBo.

LiBeTa yka3aHbl ang kabens T568B:

HoMep KOHTaKTa LiBeT HasHayeHune
1 OpaHxxeBoO-6enbii CwurHan TD+
2 OpaHrkeBbil Cwurnan TD-
3 3eneHo-6enbin CurHan RD+
4 CuHum [MnTaHne
5 CuHe-6enbiv [NMnTanne
6 3eneHbin CurHan RD-
7 KopuuHeBo-6enblii 3emnd
8 Kopu4yHeBbIn 3emnd

Ha nnate mmeeTcs AOMOMHUTENbHbLIM pPasbeéM AN MUTaHWUA. [oakayaTbCa K HEMY
MOXHO TOJIbKO MPU OTKIKOYEHUU KOHTAKTOB MNUTaHMSA B CETEBOM Kabene, 3TO KOHTakTbl 4, 5 u
7, 8. Jonyctumoe Hanps)eHne nutanua 12-48 B, MMHMManbHas MmowHocTh 10 BrT.

PeBn3ma N2 02 ot 14.04.2026 11



3 Beea Bera 5C-4 / PykoBOACTBO MO 3KCMayaTaumm

A B C O Nn ©OT

CPEAOCTBA YIMNPABJIEHNA — KHOTKW U MEPEKJTKOYATEJTA

Ha nnate 6a30BOM CTaHUMW pacrnonoxeHbl ABe KHonku. BT-1 3anyckaetr Web-
nHtepdenc BS-Dashboard. Mo HaxaTtuio Ha RST npoucxoamT MrHOBEHHas nepesarpyska
6a30BOW CTaHLUW.
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Bera 6C-4 / PykoBOACTBO MO 3KCMayaTaumm "?' BEEE

YCTAHOBKA SIM-KAPTbI

ba3oBas cTaHUMs UMeeT B CBOEM cocTaBe Mmoayab GSM/LTE, KOTopbIn yCTaHOBMEH Ha
OCHOBHYO MnaTy.

S
I!!lll!ll 5 =

= 00554 01
|

SRR AL
P R LU PP

YctaHoBKY SIM-KapT Heo6XxoAMMO MPOU3BOAUTL MPU Temnepatype He
HU)Xe KOMHaTHOW. Ecnu ycTpOMCTBO HaxoausioCb B YCJOBUSIX HU3KUX
Temnepatyp, TO nepea ycTtaHoBkon SIM-kapTbl Heo6xoammo

npeaBapuUTENbHO BblAep)KaTb YCTPOWCTBO NPM KOMHAaTHOW TeMnepaTtype
B Te4eHNe HECKOJIbKMX YaCoB.

PeBn3ma N2 02 ot 14.04.2026 13



(> BEEE Bera bC-4 / PykoBOACTBO MO 3KCMyaTaumm

B 6a3oBomn cTaHumum ncnonbsyetca 2 SIM-kapTel dopmaTa nano-SIM. MHespga ans SIM-
KapT PacrnoONOXeHbl Ha BEPXHEN MOBEPXHOCTU MOLYNA.

14 Pesn3ng N2 02 o1 14.04.2026



Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm B BEE’E
MHONKAUWA

Ha nnaTe pacnonoxeHa rpynna CBETOAMOAHbIX WMHAMKATOPOB, CUIHaibl KOTOPbIX
onmcaHbl B Tabnmue Huxe. OHM OTOBPaXaoT PYHKLUNOHMPOBAHNE TOWN UAN MHOWM CUCTEMbI:
nnTaHue (BKMOYEHO/BBIK/KOYEHO), BUAMMOCTb CNYTHUKOB GPS, GSM-mopem
(BKNIOYEH/BbIKNIOYEH), GYHKUMOHMPOBaHME MporpaMmbl 06paboTkn curHanoB LoRa (Packet
forwarder 3anyweH/He 3anyLieH), Hannyme akTMBHOCTK No Ethernet.

NHonkaTop 3HayeHune

ETH_LED1 BcribixyBaeT — akTMBHOCTb Mo Ethernet

ETH_LEDO

LoRa Muraer — yCTaHaBNMBaeTCs COeAMHEHME C CEPBEPOM
[opuT NOCTOIHHO — COeAUHEHMNE YCTAaHOBNEHO

GPS!? Foput — O603Ha4aeT akTUBHOCTb Moy s GPS

PWR loput — npunoxeHne Packet forwarder 3anyLieHo

GSM [opuT — YCTaHOBNEHHO MO6UIbHOE COeANHEHME

. Muraer (kpacHsivi) — paboTa OT PEe3ePBHOrO NMUTAHUSA
BHewHnm PWR (kp . )= p b P
FopuT (3e1eHbivi) — paboTa OT BHELUHErO MUTaHMS

BHewHun ETH Muraer (3e1eHb1vi) — COCTOSAHME aKTUBHOCTM

Muraer (cuHmvi) — nHMUManu3auma Packet forwarder

BHewHnn LOR .
€ oRa lropur (cuHmi) — npnnoxeHne Packet forwarder 3anyueHHO

! Mnamkatop GPS oTo6paxaeT dyHKLMOHMpOBaHne cnuctemsl GPS Tonbko npu 3anyuieHHom Packet forwarder
(ropuTt nHamnkaTop LoRa)

Pesusna N2 02 ot 14.04.2026 15



» BEEE Bera BC-4 / PykoBOACTBO MO 3KCMayaTaLmm

PEKOMEHAOALUWW MO PASMELWEHWIO AHTEHHDbI

AHTEHHa O6bIYHO MMEET KpenneHusa 4Ng yCTaHOBKKM Ha 6anky-mauTty. [1na obecneveHus
MaKCMManbHOW [AanbHOCTU CBA3W crlefyeT CobaofaTb PEKOMEHAALMM MO pPa3MeLLEHMIO
AHTEHHbI:

1. YcTaHaBnmBaThb AaHTEHHY CeayeT Ha yaumue, XXenaTtesibHO Ha Kpbile 30aHN4, Ha 5-7
METPOB TMpPeEBbLIWAOWEro rMno BbICOTE OKpPYyXaklowmne CTpOoeEHNA. YCTaHOBKa aHTEHHblI B
NOMeLLEHNN 3HAYNTENbHO OCcnabnaeT YYBCTBUTEJIbHOCTb aHTEHHbI.

2. XenaTtenbHo Ha 30-50 MeTpOB yAanaTb MeCTO YCTaHOBKM aHTEHHbI OT 060pYyA0BaAHMUS
onepaTopoB COTOBOW CBA3U, METANINYECKMX KOHCTPYKLNM 1 MPOYNX NPEAMETOB, CO34a0LLMX
«PafnOTEHDBY» UM 30HY MOHMKEHHOIrO pagnocurHana. Nocne npoeeneHns BCEX TECTOB MOXHO
NPUGAN3UTD AaHTEHHY K OBOPYAOBaHWIO OMepaTopa COTOBOW CBS3W, €CNM KavyeCTBO CBSI3M
yOOBNETBOPUTENBHOE.

3. lperpafbl TvMa nNepwa U PeKNaMHbIX KOHCTPYKUMM Takxe MOryT yxyAwaTb
PaAVOCUIHaN, MO3TOMY PEKOMEHYETCH pa3mellaTb aHTEHHY Ha BbICOTE HE MeHee 3 MeTPOB
HaZ MOBEPXHOCTBIO KPbILLY 3[aHMS.

4. ba3oBas CTaHUMA TakXe A0/KHa 6biTb YCTAaHOBNEHA B HEMOCPEACTBEHHON 6IM30CTU
OT aHTEHHbl - Ha AJIMHY KOAKCWaNbHOro MpoOBOAAa aHTEHHbl. [JOMONHUTENbHOE YBEIUYEHNE
L/IMHBI  Kabens Mexay aHTeHHOM W 6a30BOM CTaHuuen 6yaeT NpUMBOAUTL K MoTepe
4YBCTBUTEbHOCTWN aHTEHHBI.

] | Hanpumep, 25 meTpos kabena RG-58 ocnabnsaiot curHan Ha 14p0bm, T. e. ecnum
BeLaTb C MOLWHOCTbIO 14a6m (25MBT), TO Ha aHTeHHe 6yaeT MOWHOCTbL IMBT

5. CnefyeT yumTbiBaTb AMarpaMmy HamnpaBAeHHOCTW aHTEHHbl. B ropu3oHTanbHOM
MNNOCKOCTM aHTEHHA MMEET KPYroBylO HampaBieHHOCTb, HO B BEPTUKaNbHOM HeT. [MoaTomy
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm (N BEE’E

HEeNnoCpenCcTBEHHO MO aHTEHHOM KaYeCTBO CBA3M BYAET XyXe, YHeM Ha HEKOTOPOM OTAANIEHNM
OT Heé.

PeBn3ma N2 02 ot 14.04.2026 17
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@ Beaa Bera 6C-4 / PykoBoACTBO MO 3KCMyaTaLmm

PEKOMEHOALUWWN MO MOHTAXY

|_|pl/l pa3BopavmBaHnNn CETH, BK/IlOYalOLEN B Cebs BONbLIOE KOMMYECTBO OKOHEYHbIX
yCTpOPICTB, HEOH6XOAMMbBIM 3TAaNOM SBASETCS BbIMNOJIHEHNE pa6OT no paanoniaHMpPoOBaHNIO C
npoBeEAEHVEM HATYPHbIX SKCNEPMMEHTOB.

BHUMAHME! 3anpeweHo BKaoYaTb 6a30BYyIO CTaHUUIO 6€3 NOAK/IIOYEHHOMN
K Heh LORaWAN® aHTeHHbl, 3TO MOXeT NPMBECTU K Bbixoay 6a3oBOM
CTaHUUU U3 CTpoOS.

[ns ocyliecTBieHs MOHTaXa NOHaA0OUTCS:

® OTBEpPTKa KpecToBas Ans C6OpKM 6a30BOM CTaHLNK;

® MeTaINYECKNE CTHKKN U UHCTPYMEHT ON15 HUX;

® KyCayku Ans NpoBOAA;

® HAbop MHCTPYMEHTOB AN O6XMMa Kabens (CTpunnep, Kpumnep, TeCTeP BUTOM
napbl, KONMAYOK, KOHHEKTOP);

© KMNOUM A1 MOHTaXa aHTEHHbI;

© HOYTOYK.

[MowaroBbi MOHTaX BbIrNSanT cnenyrumm o6pa30M:

1. HacTpomka 6a30BOM CTaHuMM (CM. PyKOBOACTBO MO Pa3sBOpayYMBaHUIO CETW) — Kak
NpPaBWJIO, BbIMOJHAETCH B opuUce.

2. OnpepeneHne ny4ywnx MecT A9 MOHTaXKa Ha OH6beKkTe C MOMOLLBIO TeCcTepa CETU —
npoBefeHne NpeaBapuUTebHbIX PaboT MO PaaMONIAHUPOBAHMIO.

3. Pa3mMelleHne M MOHTaX aHTEHHbI. [lns KayeCTBEHHOro rnpuvemMa CurHajsa BaXKHO
NPaBUIbHO PAa3MeCTUTb aHTEHHY 6A30BOW CTaHLMW.

4. TlogknwoyeHne kabens ot POE-uHXeKTopa K 6a30BOM CTaHUMKW. [115 3TOrFO ero Hy>KHO
NPOLETH Yepe3 repMOBBOL KOPMyCa, a 3aTeM ob6xaTb Ethernet KOHHeKTOpPOM.
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm "c?' BEE’E

12345678

PasmelueHmne 6a30BOM CTaHLUMKM Ha MayTe C MOMOLLbIO METANINTUYECKMX CTSHKEK.
[Monaya nuTaHMs Ha POE-MHXeKTOPp.

C nomMoLpblo HOYTHYKa y6eamnThCs, YUTO YCTPOMCTBO YCMNELWHO nepefaeT AaHHbIE.
YCTaHOBKa W KpenneHue KpbllWwKM ©6a30BOM CTaHUMW MNOCPEACTBOM BUHTOB,
YCTaHOBKa CUJIMKOHOBBIX 3ariyLleK, MOyLMX B KOMIIEKTe.

© N oo

BHUMAHUE! Ycunnmne 3aTtsHKKM BUHTOB He [OMKHO npeBbiwath 0.8 Hm.
MpeBbileHMEe ycunama 3aTsHKKUM MOXXET MPUBECTM K MOJIOMKE Kopryca W
notepe repMeTUYHOCTHU
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PEKOMEHAOAUWWN MO TEXHUWYECKOMY OBCTYXXNBAHUIO

[ns npenynpexaeHns 0TKa3zoB 060pYyA0BaHNS BO BPEMS SKCMyaTaunm pekoMeHayeTcs

NPOBOANTb MEPUOAMNYECKOE TexHuyeckoe obcnyxmpaHune (TO) 6asoBown cTaHuwmu. lNepuon
O6CNY)XMBaAHMS YCTaHABAMBAETCS B 3aBMCUMMOCTW OT YC/JOBMW 3IKCMyaTauuM M MOXET
COCTaBNATb OT 6 0O 24 MecsLeB.

I'Iepequb BO3MOXXHbIX pa6OT npn oCyLweCTBJIEHNN TEXHNYECKOTIO O6Cﬂy)Kl/lBaHl/lﬂZ

> WpnpE

5.

[MpoBepKa paboyero COCTOSAHMS 6a30BOMN CTAHLMMN.

YCTaHOBKa OOHOB/IEHUN.

OunCTKa BHELWHUX 3N1EMEHTOB OT MbIN.

O6CcnymBaHMe  KperieHUn, BHELWHWMX MOHTaXHbIX MPOBOAOB, KOHTAKTHbIX
coeanHEeHUN.

[MpoBepka paboyero coctosiHms POE-nHxekTopa.

PekomeHayeMbIt NMOPSAAOK MPOBEAEHWUSI KaXAOro Buaa paboT npuBedeH B Tabnuue

HXe.
BcnomoraTtensHble
Bua TO MaTepuarnsl U Mopsiaok nposeneHuns TO
WHCTPYMEHTbI
MpoBepka paboyero  © oOTBepTKa 1. lMpoussecTn pasbopky kopnyca

CTaHUunn

20

6a30BOW CTaHLMW, CHATb KPbILLKY
2. Y6eaonTbcd, 4TO BCE CBETOAMObI

6a30BOV CTaHLMM n3 rpynmb MHOMKaTOPOB
cocTosHma BC cBeTATCS COrnacHo
TabauLe

3. YCTaHOBUTb KPbIWKY Ha MECTO,
ocyLecTBuTb c6opky BC
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YcTaHOBKa
OBHOBNEHNM

OuncTka BHELLUHMUX
3/1IEMEHTOB OT MblU

O6cnyxmnBaHme
KpenneHum

O6cnyxunBaHue
BHELLIHMX MOHTAXHbIX
NPOBOLOB,
KOHTaKTHbIX
coeaVHeHUN

PeBn3ma N2 02 ot 14.04.2026

© HOyTOyK
® candeTka n3
MUKPODUOBPBI

®@ MeTannyeckune
CTAXKMN N UHCTPYMEHT
A9 HUNX

© KIo4M an4d

MOHTaXa aHTEHHbI

® OTBepTKa
KpecToBas Ans COOPKWU
6a30BOW CTaHLUMU

® W30JIeHTa

® repmMoBBOAbI,
npoBOAa W Kabenm Ha

3aMeHy

®  WHCTPYMEHT Ang

OB6XMMKU Kabenq

=

5) BE=23a
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MNoaKNoYNTbLCS K 6a30BOM
cTaHuum yepes Web-nHtepdenc
MpoBepPUTb Halnyme O6HOBEHUS

(BOCKAMUATENbHbI  3HAK BO3NE
pasgnena «O6 yCTpomcTBe»)
O6HOoBUTBL 1O

Obectounts BC

MpoTepeTb  HapyXHble  4acTu
kopnyca bC BnaxHoM TKaHblO
[MpoTepeTb PoE-unHxekTOop

BNIAYXHOW TKaHbIO
MpoTepeTb aHTEHHY

AKKypaTHO NpPOBEPUTb
HaAEXHOCTb KpernneHus 6a30BoM
CTaHUMM

Mpy HEO6XOAMMOCTM MOATAHYTb
BUHTbI MM 3aMEHNTb CTAXKKMN
MpoBepuTb HaAEXHOCTb
KpenneHns aHTEeHHbI

OCMOTPETb BHELLUHME MOHTAXHbIE
nposogda bC, aHTeHHbl u PoOE-
NHXEKTOopa Ha Hanuyne
NOTEPTOCTEN M NOBPEXAEHUN
Mpn HEO6XOAMMOCTU 3aMEHUTH
NpPOBOAA WM BbIMOSHUTL PEMOHT
N30N9LNK

Y6eomTbCs,  4YTO  KOHTaKTHble
COEeIMHEHNS AepXaTCs MNOTHO
Y6eomTbCsl, 4TO  repMOBBOAbI
MCNPaBHbI, a YNNOTHUTENb LLen

21



[MpoBepka paboyero
COCTOSHUS PoE-
NHXXEKTopa

22

o]

MYJNIbTUMETP

n

Bera BC-4 / PykoBOACTBO MO 3KCMAyaTaLmm

I pn HEOH6XOAMMOCTMU 3aMEHUTb
repMoBBO4bI

Y6eamTbcs, YTO mHamkatop PoE-
MHXXEKTOpa CBETUTCH 3eNéHbIM
CBETOM

OTkntounTb Kabenb Ethernet
N3mepuTb MYNbTMMETPOM
HanpsHKeHMe Ha BbIXOAaX MUTaHUS
PoE-umHxekTOpa

Y6eomTbCs, 4UTO  HanpshkeHue
cocTaBndet48 B+ 1B
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3ANYCK MHTEP®ENCA — HAYAJIO PAEOTHI

MporpammHoe obecnedeHmne Web-nHTepdenca COCTOUT 13 ABYX YACTEN:

1. CepBepHoe APl «BS-Dashboard», koTopoe B 3aBUCMMOCTW OT MPUHATBIX AaHHbIX —
nepenaét AaHHble TeKYLMX HAaCTpoekK, MHGOoPMaumno 06 YCTPOMCTBE, a TakxKe MPUHUMAET U
COXpaHsieT Ha YCTpOWCTBE HOBble HacTpowku. APl «BS-Dashboard» no ymonyaHuio goctynHo
Ha nopTte 3001.

2. KnneHTckoe 6pay3epHOe npunoxeHue, paboTatoulee C cepBepHbiM APl «BS-
Dashboard», — npefHasHa4eHO AA5 BM3YanbHOro OTOOPAaXeHUs [AaHHbIX, Banuaaumm
M3MEHEHWNIM N OTNPABKN U3MEHEHHBIX HACTPOEK A1 COXPaHEHWNS Ha YCTpomncTBe. KnneHTckoe
6pay3epHOe NpuioeHne JOCTynHO Ha nopTe 80.

Mo ymonyaHuio 3anyck «BS-Dashboard» ocyulecTBngetrcs HaxaTtmnem kHomnkm BT1 Ha
nnate 6a30BOMN CTaHLUMU. DTO MOXET OblTb M3MEHEHO B HACTPOMKax. [locne yaepxmBaHUs
KHOMKM B HaXaTOM COCTOSiHUM ©Oonee 6 CeKyH HAYHETCH 3amnyCK, KOTOPbIM MOXET
NPOAOMHKATLCH OLHY-ABE MUHYTbl B 3aBUCUMOCTU OT 3arpyXXEHHOCTN YCTPOWCTBA.

[ns BxoAa B KNIMEHTCKOE BEG-MPUNOXKEHNE NOHafobuTcs IP-agpec 6a30BOM CTaHUMW.
Y3HaTb €ro MOXHO C MOMOLWbBIO TEPMMUHANBHOM MporpamMmbl  (Hanpumep, CBOGOAHO
pacnpocTpaHsemon PUuTTY). B pa3gene 5 nogpo6bHO onncaHo, Kak MOAKIUYNTLCS K 63a30BOM
CTaHUMWN TEPMUHANBHOM NPOrpaMmMon. B OKHe TepMUWHaNbHOW MPOrpaMmbl cnefyeT BBECTU
komMmaHgay ifconfig.
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Tenepb HYXXHO OTKPbITb OKHO 6pay3epa 1 BBeCTU IP-agpec B aapecHyto CTpoky. Ecam
cepBep «BS-Dashboard» ycnewHO 3anyuleH, MOSBUTCS CTPaHWLA BXOAA B KIMEHTCKOE
npunoxeHne Web-nHtepdewnca.

® Ecnn nopknoyveHne k Web-unHtepdency otcyTcTeyeT, U cTpaHuLUa BXoda He
U nosenseTcs, K IP-agpecy 6a3oBor CTaHUMN B afpECHON CTPOKE HEOH6XOANMO
[o6asnTb nopt 80.
BoirnspeTb 310 6yAeT, Hanpumep, Tak: http://192.168.1.228:80
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Base station

a % OKHO B PEXHME WHKOMHUTO

RUEN

ABTOpU3aLKA

TNorvH:

Mapons:

Boiiti

Mocne BBOAA NOMMHa M Naponst 6a3oBOW CTaHUMM (MO ymonyaHuio root n temppwd)
nosiBnsieTcs ctpaHnua Web-unHtepdenca 6a3oBon CTaHUMN.

B BepxHewr 4acTW CTpaHMUUbl Ha3BaHME pasfeNia MeHK, B KOTOPOM Bbl HAaxXoAMTECh B
JNAHHbIN MOMEHT.
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= basoasg cTaHUUA RU EN

&) Gateway ID: AA555A0000000000

Appec cepeepa BepxHwi nopt HiwHmia nopt

HacTpoiikn |10.10.40.20 e| |woo e |woo o
YacTOTHOrO nnaHa . . : . - /
LoRa

Hactpoikn GPS ans
LoRa

Jlpyrue HacTpoiikn
LoRa

Jlorv LoRa
HacTpoiikun LTE
CeTeBble HACTPOWKKN

06 ycTpoicTae

/& Hactpoiiku

£ leictoma

Peskum skcnepra: [

Ecnn Web-uHTepdenc 3anyckaeTcss NoO HaXXaATUIO Ha KHOMKY, TO MNpu nepesanycke
6a30BOW CTaHUMM OH CHOBa CTaHeT HepocTyneH. YTobbl Web-umHTepdenc Bcerga 6bin
[OCTYMNEH, HY)XHO W3MEeHWTb HACTPOWKM 3amnycka cepBepa. ng 3TOro nepemtn B MEHO
«HacTpowku», 3aTeM «HacTpomkn MmeHepxepa» n B none «Metop 3anycka “BS-Dashboard”
cepBepa» U3MEHUTb 3HaYeHne Ha «[TOCTOSIHHO BKtOYeH». [locne aToro obs3aTenbHO HaXaTb
KHOMKY «COXpaHUTb», YTOObI MapaMeTpbl HACTPOMKM OTMPABUIIUCH Ha 6A30BYIO CTAHLMIO.
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RU EN
ffa\\ 533OBaF| CTaHUWMA —
) Gateway ID: AA555A0000000000
Hactpoiikun HacTtpoitkm
NoaKNIKYEHKWA K
cepacey LoRaAN Cmena napond WEB-uHTepdeiica:

HacTpoiiku TekylWHit naponk [ A]
4YacTOTHOrO nNnaHa
LoRa Hoewlid naponk [ A]

T EER T MoaTeepAMTE HOBLIA NApoNb | |

LoRa

CoxpaHuTe
Jpyrue HacTpoiKn

LoRa

HacTpolky meHeoxepa «

Jlorm LoRa -
HaCTpOMKM O6HOBNEHMA:

Hacrpoitku LTE VIHTepBan nposepkm | 1440 |
OBHOBAEHWIA (MUHYTLI) :

CeTeBble HACTPOWKK

[pyrve HacTponkKM MeHeqKepa:
06 ycTpoiicTee

MeTon 3anycka "BS-Dashboard” [ MoCTOAHHO BRIIOUEH v] [i]
cepeepa

YpoeeHb NOrmMpoBaHMA | MHGOPMALMOHHEI (peKc v| o

£ lenctemna

Pewmm skcnepra: [ 1 Ormena

—  Hactpoikn "BS-Dashboard” «

naBHble 0CO6eHHOCTU paboTbl ¢ Web-nHtepdencom:

1. Ecnm Bbl 4TO-TO MeHseTe B KAaKOM-IMO6O M3 MEHK, a MNOTOM MepexoamTte B
cnepyroulee, 3T U3MEHEHUSS COXPAHAKTCSH B KIIMEHTE, HO HE COXPaHATCH Ha
6a30BOW CTaHL MM, MPWY STOM NOSBNSETCH 3HAYOK PEAAKTUPOBAHUS B ONTOKE MEHIO, FAe
OCTaNNCb HECOXPAHEHHbIE U3MEHEHWS.
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HacTpoiku nogrumoyeHnn K cepeepy LoRaWwAN

Appec cepeepa: BepxHuii nopT: HusHmin nopt:

| 192.168.0.246 o | | 8001 o | | 8001 e |

HacTtpoiikn
YacTOTHOIO

nnaHa LoRa MepezanpockTe 3TH HACTPOMKK

Hactpoiiku GPS |
ang loRa

Opyrue
HacTpoikn loRa

Jlorm LoRa

2. YTOb6bI M3MEHEHUS HAaCTPOEK NPUMEHUINCH Ha 6GA30BOW CTaHUMM BCerga TpebyeTtcs
Ha)XaTb KHOMKY « COXpaHUTb».

3. Ecnu HaxaTb KHOMKy «[lepe3anpocuTb 3TWU HACTPOWKU», TO BCE HECOXPaHEHHble
N3MEHEHNS OyayT yTEPSHbI.

4. KHonku «CoxpaHutb» 1 «[llepe3anpoCuTb HACTPOMKM» OTHOCHATCS TOJIbKO K TOW
rpynne napameTpos, Mo KOTOPOW OHW HEMNOCPEACTBEHHO HAaXOAATCH.

5. Pexunm «3kcnepT» MO3BOASET YBUAETb AOMNOJHUTENbHbIE HAaCTPOMKM B pasfenax
MeHI0 «HacTOoTHble NaHbl», «HacTponkm LTE», « CeTeBble HACTPOMKM», < HAaCTPOMNKM»
(Tonbko noapasnen «HacTponkn meHemkepa») n «1encTems».
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OBHOBJIEHUVE BEB-UHTEP®EMCA BA3SOBOW CTAHLMNA

Mpw HaNNYMKM aKTyanbHbIX OGHOBNEHWNI MPOrPAaMMHOIo Ob6ecrneyeHnst HanNnpPoOTUB Pa3aena
«O6 ycTponcTeBe» byaeT OTO6pPaXaTbCs MKOHKA BOCKAMLUATENbHOrO 3Haka. B Takom cnyvae
cnefyeT NepenTn B 3TOT pa3aen U HaxaTb KHOMKY « O6GHOBUTLY.

RUEN

BriaTi @

(o BaszoBasa cTaHUuUA
= Gateway |D: AAS55A0000000000

HacTpodfikm
MICAKNOMEHMA K
cepaepy LoRaWAN

O6wan nHdopmaumna ob ycTpolcTee:!

HacTpoixm Gateway |0 AASS5A0000000000
HACTOTHOMD NNaHa Monens yeTpoicTea BS-22
LoRa Mevatkan naata 06
-~ -~ Data NpouIBcaCTES 07.09.2022
Hacrpofisn GPS ans GNSS moayns Ublox EVA MBM
LoRa GSM Momyns SIMCom A7G72E
Noagepsxa LTE EcTe
JpyTve HaCTpoRKW
LoRa
Packet forwarder:
Norw LoRa
Bepcua 401
HacTpo#em LTE
CeTesse HaCTPOAKK OC ycTpoicTea:
Tun Lirux
ApruTerTyDa arm
F Hactpoium Bepcua pennia 5.4 24-2 1 54gbabac00Bebcf
& [eAcTama .
CepeepHoe npunomxeqne GU| yeTponcTea:
Pesiam awcnepta: | Bepcua 5-0.8.1/c-091
Bepcua mewegmepa 024
MNpouzBoanTens:
Hazsasme Bera AcomoTt
Anpec Poccun, ropos Hosoc HBMPCK, ynMua BonblueameTexar-1194
TenedoHs +72831206-41-35, +7(383)266-T0-00

LoCTYNHA HOBAA BEPCHA. MCNPARNEHA NPOBEPEA Prod info, NYCTOE B4aesine G TENeps He CHMTISTCA
WCTHHERA (202 2-09-06T08:45-08 000+07-00)

PeBn3ma N2 02 ot 14.04.2026

2 ObroanTs

29



@ Beaa Bera 6C-4 / PykoBoACTBO MO 3KCMyaTaLmm

A B C O Nn ©OT

MNOAKNOYEHWUE BA3OBOW CTAHLMW K KOMIMbBIOTEPY — HAYAJIO PABOTDI

OcCyLLecTBMTb NOAKMOYEHNE K 6A30BOMN CTaHUMM BO3MOXHO, Hampumep, C MOMOLLbIO
CBOOOLHO PacnpOCTPaHAEMON TEPMUHANBbHOM NporpaMmbel PUTTY. B Takom cnyvae ecTb ABa
crnocoba NogKNtoYeHUa K 6a30BOM CTaHUMKW — NPW HEMOCPEACTBEHHOM noakntoyeHnm no USB
M yaaneHHo no SSH.

1. Topknoyenne no USB

Mpn noaknoyeHun no USB Heob6xoaAMMO coeauHUTb 63a30BYKO  CTaHUMIO C
NepCcoHaNbHbIM KOMMbIOTEPOM Kabenem C pasbemom mini-USB.  [lanee Heo6xoammo
OCYLLEeCTBUTb MOAKOYEHNE K BUpPTyanbHOMYy COM-nopTy, AN 3TOro HYXHO YCTaHOBMUTb
npaneep ons MCP2200 nnn CP210x, B 3aBUCMMOCTUM OT yCTaHoBeHHOro USB-nopTa Ha nnate
KOHKPETHOro yCcTpowncTBa. [locne yCTaHOBKM HYXHOrO ApamBepa B AMCMETYepe YyCTPOMCTB
nosassatcsa «[lopTtol (COM un LPT)».

B cnncke nopTtoB Heobxoammo HanTn USB Serial Port n nocmoTpeTs ero Homep.

4 75 Mopre (COM m LPT)
5 STMicroelectrenics Virtual COM Port (COMG)
15" USB Serial Port (COM3)

L)

Y5 USE Serial Port (COM4D)

Mocne aToro oTKpbITb Nporpammy PUuTTY, BbibpaTh cnocob nogknodeHus Serial, v
BBECTM HOMep BupTyanbHoro COM-mopTa 6a30BOW CTaHUMKM W CKopocTb (115200) B
COOTBETCTBYOLLME NONSA.
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ﬁ PuTTY Configuration @
Category:

[=l- Session Basic options for your PuT T session
I:I TE"" E_Eglging Specify the destination you wart to connect to
=i Serial ine Speed
- Keyboard
- Bell Com3aa 115200
- Features Connection type:
= Window (T Raw () Telnet () Rlogin @) 55H | @ Seral
ﬂppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours .
Default Settings
=+ Connection cubie Losg
- Proogy
- Rlogin
- 55H
- Sendl Close window on exit:
(1 Mways () Mever @ Only on clean exit
About Cpen ] [ Cancel

Mocne yero HaxaTb Open.

2. lNopknoyeHne no SSH
Mpu noaknoveHmnn no SSH HemocpeaCTBEHHOE MOAKMOYEHME K 6Aa30BOM CTaHUMWN He

TpebyeTcs. B ananorosom okHe PUTTY HEOOXOAMMO Bbi6paTb CNOCO6 noakoyeHus SSH v
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BBeCTU IP-agpec ycTponcTsa v nopt 22. 1o ymon4aHuio yCTpOMCTBO nosny4vaeT IP-agpec no
DHCP npw nogkntovenun no Ethernet.

@ PuTTY Configuration

| 2 |
Category:
=) Session Basic options for your PuTTY session
S Ter I_.cuglging Specify the destination you want to connect to
Tm}é;;bnard Host Mame (or IF address) Part
- Bell 152 168.0.127 3
- Features Connection type:
= Window () Raw () Telnet ) Rlogin §@ S5H | ) Seral
;25:2::3:8 Load, save or delete a stored session
. Translatian Saved Sessions
- Selection
- Colours .
Default Settings
= Connection cubie i
- Proxy
- Rlogin
[+-55H
- Senal Close window on exit:
() Mways () MNever @ Only on clean exit
About [ Cpen ] [ Cancel

Mocne yero HaxaTb Open.

[Mocne noakato4eHns K 6a30BOM CTaHUMKM CNOCO60M 1 nnun 2 NOSIBUTCS OKHO TepMUHana
PUuTTY, roe Hy>XHO BBECTU NIOrMH W Naposib. [10 yMOn4YaHWiO Ansg NOAKIOYEHUS K 6a30BOM
CTaHUMM WCMONb3yeTCs NOrMH root n naponb temppwd (Npn BBOAE NAPONS CUMBOJIbI
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A B C O 11 1O T

oTOob6paxaTbCs He 6yayT). [Mpy NePBOM MNOAKIOYEHUN PEKOMEHIYETCA M3MEHUTb NAPONb A
MHAMBMIYaANbHOrO OCTYNa.

Mo ymon4yaHuto nonb3oBaTento ¢ npasamu root Bxoa no ssh sanpeyeH, B
CBfi3N C YyeMm, Bxoa no ssh Heo6xoaAnMMO BbINONIHATHL NOA NOJib3OBaTeNIEM
admin, naponb ocTaeTcs CTaHAAPTHbIM.

E# COM156 - PuTTY — O x

Tenepb MOXXHO MPOU3BOANTb HACTPOMKM.
PABOTA C ®ANNTOM HACTPOEK

[Mporpamma Packet forwarder 3anyckaeTcs aBTOMaTUYECKM NPU CTapTe cucTemsl. [lepes
TEM, KaK HacTpamBaTb 0a30BYIO CTAHLMIO B PYYHOM PEXMME, HYXHO 3aBepLUMTb Npouecc
Packet forwarder, HabpaB KOMaHAay:

systemctl stop lora_pkt_fwd_x16

EF COM156 - PuTTY - O *
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Bera BC-4 / PykoBOACTBO MO 3KCMayaTaLmm

®ann HacTpoek global_conf.json HaxoanTca B ampektopun cd /etc/LoRa/ n moxeTt
coaepyaTb HACTPOMKM YaCTOTHOTrO MnaHa, |ID 6a3zoBon cTaHummK, IP-agpec n nopTbl cepBepa.

Ons n3amMeHeHns HaCTpOeK HeO6XOAMMO B TEPMUHANE HabpaTb KOMaHAY, COAEPKALLYO
HY>XHbIV Gann HaCTPOEK.

Mocne coBeplUEHMS BCEX U3MEHEHUIN HEOOXOAMMO BBECTU KOMaHAY:
systemctl start lora_pkt_fwd_x8 - ansi 3anycka 8 kaHanbHOro pexvma paéoTbl.

systemctl start lora_pkt_fwd_x16 — anga 3anycka 16 kaHanbHOro pexuma paboThi.

EF COM156 - PuTTY - O X

Mocne yero npouecc Packet forwarder 6yneT 3anyLieH ¢ HOBbIMY HACTPOMKaMMU.

Ona nopknoyeHMs 6a3oBOM CTaHUUM K cCepBepy Heob6xoauMmo
ucnonb3oBatb UDP-nopT, nponucaHHbIi B KOHPUrypauMoHHoM danne
cepBepa. Ha 6a3oBoii CTaHUMU HAacTPOWMKa MOPTOB HaxoAuTcs B ¢anne
global_conf.json ana nepsoro moayns LoRa u global_conf_2.json ans
BTOporo moaynsa LoRa/

B ¢danne global_conf.json, global_conf_2.json HacTponkn UDP-nopTa HaxopsTcs B
pasnene gateway_conf, napameTpsbl server_port_up v server_port_down.
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T10.10.96.217 - Tera Term VT — O

Daiin  Onepauywwm  Hactpofika Ynpasnedwe OwkHo  [Nomowe

GHU nano 2.2.6 Filez LoRasglobal conf. jzon

"handuidth": 125000,
"datarate": 50000

"yateuay_conf"s {
te

:G Get Help W Hritelut [ Read File Y Prev Page W

Ewxit Bl Justify WY Hher & Howt Page

[ns KOPPEKTHOWM CBA3M C CEPBEPOM CnefyeT yoeamnTbCs, 4TO 3Tn napameTpbl UDP-
nopTa COOTBETCTBYIOT MPOMMUCAHHBLIM B KOHOUTYpaLUMOHHOM dalne cepBepa (noapobHee CMm.

«PykoBoacTteo ana IOT Vega Servery).

YTO6bI 3aMeHNTb dann KOHGUrypaumm (Hanprmep, 418 CMeHbl YaCTOTHOrO MaaHa)

cnefynTe MHCTPYKLMN HUDKE:

1. [MepenTn B KaTasior C NpMMepamMmm KOHGUTypaLMOHHbIX GanioB KOMaHOOW:

cd /etc/LoRa/

2. Ecnu B ykazaHHOW AMpPEKTOpUM OTCYTCTBYeT dan C HEOHBXOANMMbBIM YaCTOTHbIM
MNNaHOM, TO 3arpy3uTb €ro 13 FTP-xpaHnania C NOMOLLbIO KOMaHAbl (MpyMep 415 YaCTOTHOro

nnaHa RU8B6ES).
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? Beea Bera 5C-4 / PykoBOACTBO MO 3KCMayaTaumm

wget
ftp://lora_guest:vnm\$4JHW@178.208.75.230:21/BS_x.2/rev.6/BS_2.2_rev.6/global_conf
_RUB868.json

3. CoenaTb KONUIO CKavYaHHoOro ¢arna (B Hawem Npumepe 370 global_conf_RU868.
json) ¢ HOBbIM MMeHeM global_conf.json kKoMaHAoM:
cp RU8B68_global_conf.json global_conf.json

4. OTkpbITb Pparn global_conf.json komaHaow:
nano LoRa/global_conf.json
M BNUCaTb 3HaYeHNs NapaMeTpoB ‘gateway_ID", ‘server_address”, ‘serv_port_up’, *
serv_port_down’, nocne 4yero COXpaHuTb 1 3aKpPbITb Gan.

MNapameTp gateway_ID dopmupyetcs n3 MAC-agpeca 6a30BOM CTaHUMM M Habopa
cumBonos “FFFE". Hanpumep:
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm : BEE’E

A B C O 11 1O T

Ons Toro, utobsl y3HaTh MAC-agpec yCTpoOMCTBa, HEOH6XOAMMO BBECTU KOMAHAY:
ifconfig

MAC-agpec B npumepe: 98:F0:7B:A7:55:58.
3ameHa MAC-agpeca oCyLeCTBASETCS BPYYHYIO UM NOCPeACTBOM CKpUMTa.

[ns Toro, utobbl 3ameHnTs MAC-agpec Bpy4YHYyto, Heo6xoamnmo ckonmpoaB MAC-

"

aapec yaanuTb CUMBOJIbIL “" M MOMECTUTb B LLEHTP CTPOKKM cumBonbl “FFFE”

Mpumep rotosoro gateway._/D: 98F07BFFFEA75558

Ong Toro, 4tobbl caenatb 3TO MOCPEACTBOM CKPUMTA, HEOH6XOAMMO BbIMONHNTD
komMmaHay update_gwid.sh
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Beea Bera 5C-4 / PykoBOACTBO MO 3KCMayaTaumm

A B C O Nn ©OT

EF COM156 - PuTTY

5. Mepe3anycTnTb 6a30BYHO CTaHLMIO KOMaHaoM: reboot
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Bera 6C-4 / PykoBOACTBO MO 3KCMyaTaumm
HACTPOWKA CTATUYECKOTO IP A/19 BA3OBOWN CTAHUWNW

HacTtpomnka cTtatmyeckoro IP BbiMOMHAETCHS C MOMOLLBIO TEPMUHANBHOM MPOrpamMmbl
cnenyoLmmMm obpasom:

1. Tocne nogkntoveHns K 6a30BOM CTaHUMKN B OKHe TepMKMHana PUTTY Hy>XXHO BBECTU

NNIOTMH N NapOib.
2. OTkpbiTb dann nano /etc/systemd/network/80-wired.network - B aTom darine

HEOH6XOOMMO BHECTU M3MEHEHMS.

COM?156 - PuTTY - O ¥
[1/1] JSetc/aystemd,/network,/80-wired. network

.network
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Bera 6C-4 / PykoBoACTBO MO 3KCMyaTaLmm

3. A UMeHHO BOT 3TV CTPOKMU:

4. [Ina paboTbl B peXume CTaTtnyeckoro |P, 3aKOMMEHTUPOBATL 2 CTPOKY.

5. PackoMMeHTMpoOBaTb CTPOKM 3-5, a Takke yKasaTb CBOWM NapamMeTpbl address,
netmask 1 gateway - pe3ynbTaT Ha CKPUHLLOTE HMXKE (HO Apyrne 3Ha4YeHnst aapecos):

COM156 - PuTTY

- O >

[1/1]

fetc/systend/network/80-wired.network

n\ ES -~

Modified ~
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B pmaHHOM npumepe nokasaHa ycCTaHOBKa ctatuyveckoro |P-appeca
192.168.1.1 n wnro3a 192.168.1.0
OT1 3HaYeHUs ceayeT USMEHUTb Ha Apyrue, Heob6xoaumMble Ans Bawero

KOHKpEeTHOro cny4as

6. HabpaTtb reboot B KOMaHOHOM CTPOKE A9 Nepe3arpy3km 6a30BOM CTaHLUMM C HOBbIMU

HaCTPOWKaMM.

7. Tlepexon 06paTHO OCYLLECTBASETCS aHAIOMMYHO.

PeBn3ma N2 02 ot 14.04.2026
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A B C O Nn 1O T

HACTPOWKA BA3OBOW CTAHLUWW ONA PABEOTbI MO LTE

HacTtpomka 6a3oBon CTaHUMM Oas padoTbl No LTE C nomouwbio TepMUHanbHOM
NPOrpamMmbl OCYLLECTBASIETCS Ans Kaxxaowm SIM-kapTbl OTAENBHO:

Y6enontbca, 4to B damnax nano providerl-connect-chat 1 nano provider2-connect-
chat, Haxonawmxcs no nyTn cd /etc/ppp/ NpUCYTCTBYIOT CTPOKM, MOAYEPKHYThIE KPACHbIM:

COM?156 - PuTTY - O X

GHNU nano 4.4 providerZ2-connect-chat ~
¢ OpOEAMOepny
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A B C O 11 1O T

roe ‘internet.megafon.ru” sto APN COTOBOro onepatopa, KOTOPbIN HY)XXHO MOMEHSATH B
cooTBeTCTBMKM C APN ncnonblyemoro onepatopa.

B naHHOM npumepe nokasaHa HacTpouka LTE ana onepatopa Mera¢poH
OTn 3HaveHus cnepyeT U3MEHUTb Ha Apyrue, Heo6xoaumble ANs Ballero
KOHKPETHOro cny4as

VIMs nonb3oBaTens 1 naposib NPOMNUChIBaOTCS B danne pap-secrets, pacrnonoxXeHHOM
no nytn cd /etc/ppp/

COM?156 - PuTTY - O Py

GHU nmano 4.4 pap-secrets L)

[ Read 4 lines ]

l'oe beeline — nornH, 66666 — Napons.
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Mons Password un Username Henb3s OCTaBAATb NYCTbIMU, €CNIN 3TU NapaMeTPbl
HEe WCMONb3YIOTCA COTOBbIM OMEPATOPOM, TO MOXHO HanucaTb internet B
o60UuxX Nongax

basoBble ctaHumMn BbC-4 nepekntovatotrcsa ¢ Ethernet Ha LTE u o6patHo
ABTOMAaTMYECKMU

Mpn ogHOBpEMEHHOM MUCNOb30OBaHUM ABYX KaHanoB cBsi3n Ethernet n LTE
cnepyeT NOMHUTb, YTO NpMOPUTET NpU nepepayve faHHbIX MMeeT Ethernet, a
LTE ncnonb3lyeTcs Kak pe3epBHbI BAPUAHT NPU HEBO3MOXHOCTU CBSA3aTbCS C
cepBepoMm yepes Ethernet

PekomeHaauumm ong 6a3oBbiX CTaHLUKUIM, MCNONb3yloLWKMX 6enbin IP, cm. panee.
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Bera 6C-4 / PykoBOACTBO MO 3KCMyaTaumm
A B C O n 0o T

PEKOMEHAOAUWW NMPU NCTMOJIb3BOBAHUWN BC B CETW C BEJIbIM |P

B cnyuyae, ecnn BC wmcnonb3syetcs B cetn C 6enbiMm IP, pekomeHayeTcs WM3MEHWUTb
CTaHOapPTHble HOMepa MOPTOB Ssh Ha apyrme. 2TO cneayeT MPUHMMAaTb BO BHUMAaHME Mpu
npobpoce NopToB. [locneaoBaTeNbHOCTb AENCTBUIN ANt USMEHEHKMS NopTa dropbear Ha camom

BC onncaHa HMxe.

YT106bI NI3MEHWUTb NOPT SSh:

1. B komMaHOHOW CTpOKE TEPMUHANBHOW MPOTrPaMMbl BBECTHU
nano /lib/systemd/system/dropbear.socket

2. OTkpbiTh darn nano /lib/systemd/system/dropbear.socket

COM156 - PuTTY

flib/systemd/system/dropbear. socket

3. HanTun cTpoky ListenStream=27 n UaMeH1Tb CTaHAAPTHbIN NOPT «27» Ha APYron,
NOC/Ie Yero COXpaHUTL dan.
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4. Hanee BbinonHUTb KOMaHAy systemctl daemon-reload 1 nepesanyck
systemctl restart dropbear.socket

B 6a3oBow cTaHumu npucytcteyeT OpenVPN-knmneHT. Hactporka VPN-coeamnHeHnm
BbIMNOJIHAETCS COrNacHoO AOKyMeHTauum paspaboTumka gaHHoro 0.
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm 2 BEE’E

ObWME PEKOMEHOALINUN

Mepen Havanom pabotel ¢ Bera BC Heob6x0AMMO 0O3HAKOMUTBCS C  AAHHbIM
PykoBOACTBOM MO aKCMyaTaunm (aanee — PykoBOACTBO).

[laHHOe yCTpOMCTBO NpefiHa3HayYeHo Ans pa3BopayvmBaHms ceTn LoORaWAN® Ha yacToTax
AnanasoHa 863-870 Mlu. VMicnonb3oBaHWe yCTPOMCTBA B LENSX, OTIMYAIOLLMXCS OT YKa3aHHbIX
B JAHHOM PYKOBOACTBE, SIBASETCH HapyLleHMeM MpaBuia 3KCrayaTaumn. [Npon3BoamnTenb He
HeceT OTBETCTBEHHOCTM 3a /060N yulepd, BO3HMKLWKMMA B pe3ysibTaTe MCMNOJIb30BAHWUS
YCTPOWCTBA HE MO Ha3HaYeHUIO.

2kcnnyaTauma yctpomncTtea Bera BC gomkHa ocywecTBASTbCS OBYyYEHHbIM IULIOM (MO
FOCT IEC 62368-1).

. He npepHa3sHa4eHO Asa UCnoJib3oBaHNA A€TbMU N B NOMELLEHUAX,
J rgpe MmorytT HaxoguTtbcCs AeTU

3anpeLyeHbl CAMOCTOSITE/IbHbIA PEMOHT Npu6opa Uin BHECEHUE U3SMEHEHUN
B €ro KOHCTPYKLMIO, a TaKXe YCTaHOBKa /o60ro nporpammHoro
obecneyeHusi, KpOMe TMpOrpamMMHOro oéecrie4yeHnss MNOCTaABISIEMOrO
npousBoguTenem

Henpod)eCCMOHaano BbINMO/JIHEHHAA PEMOHTHAA pa6OTa ninm  YyCTaHOBJ/IEHHOE
CTOpOHHEE MNMporpamMmmMHoe obecneyeHne MOTyT NPpMBECTUN K MNOJIOMKE I'Ipl/l60pa, TpaBMaM "
MOBPEXOAEHNIO MMYLLECTBA.
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MNpousBoauTenb He HeceT OTBETCTBEHHOCTM 3a HenpeacKasyembie
NoCneacTBusi, BO3HUKIUME U3-3a WUCMNOMb3OBaHUS Ha YCTPOMWCTBe
CTOPOHHEro NPorpaMMHOro o6ecrneyeHus

SJIEKTPUYECKASA BE3ONMACHOCTDb

BO3ropaHuto. YCTPOMCTBO [AOJ/HKHO WCMNONb3OBaTbCs MNpM TemnepaType
Bo3Ayxa B AuanasoHe otT -40 °C (-40 F) po +70 °C (158 F)

3anpeltaeTcs 3KcnnyaTtauusi YCTPOMCTBA B6AM3M OTKPLITOrO OrHS M
NPSAMBIX COJIHEYHbIX Jiydel — 3TO MOXXET MPUBECTU K MNeperpeBy MU

Mpn 06HapYyXXeHNN BO3ropaHmMs HEOHBXOANMMO HEMEOSIEHHO MPEKPATUTb IKCMIyaTaLmio
YCTPOWCTBA M YCTPaHUTb BO3ropaHue. ocne 3Toro yCTpoOMCTBO HEOO6XOAMMO OTMPaBUTH
NPOWN3BOANTEMO AS OCYLLECTBAEHUS AMATHOCTUKM (KOHTaKTbl MPOM3BOAMTENS CM. B pasaene
«[apaHTUIMHblE 06A3aTENbCTBAY).

|_|pl/l SKCryatTaunm HEO6X0AMMO He AOMyCKaTb nonagaHnda MNOCTOPOHHNX NMpPpeaMeTOB B
Kopnyc yCTpOl;lCTBa, 3TO MOXET MNpuBECTM K 3aMblKaHNIO W BO3ropaHUIo. 3ar|peu.|.aeTcg
SKCryatauu4 yCTpOl;lCTB B OTKPbLITOM U MOBPEXAEHHOM KOpPMycCe.

CnyqaﬁHoe noBppexaeHume Kabens ANNIEKTPONMNUTaHNA MOXXET nNpuBeCcTn K
NOopPaXXeHUKo INIEKTPUYECKUM TOKOM, a TaKXXe K HEUCNPaBHOCTAM, KOTOpPbI€
HE€ COOTBETCTBYIOT YC/IOBUAM rapaHTUU

3anpelyaeTcs NorpyxaTb KOPMyC yCTPONCTBA B BOAY, HE pEKOMeHyeTCst MoMelllaTb ero
noa CTPyu BOABI.
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A B C O 11 1O T

3anpeLleHo KacaTbCsl MPOBOAOB, NJAT UK KOpNyca YCTPOMCTBA MOKPbIMU
pykamm

Henb3g ncnonb3oBaTb yCTPOMCTBO NOC/IE NONafaHWs B HEro BOAbl. TO MOXET NPUBECTH
K TPaBMaM WU MOBPEXAEHUIO YCTPOUCTBA M €ro HEKOPPEKTHOM paboTe. B Takmx cny4asx
HEOH6XOAMMO OBPATUTBLCS B TEXHUYECKYIO MOAAEPXKKY MPOMU3BOANTENS.

MPABUJTA BE3OIMACHOCTU MPU MOBPEXAEHNN KOPIYCA

[Mpy HOpMaNbHOWM pPaboTe YCTPOMUCTBA KOPMNYC YCTPOWCTBA HE HECET OnMacHOCTU. [pwu
MEeXaHMYEeCKOM MOBPEXAEHMM KOpryca MOryT o06pa3oBaTbC OCTpble Kpass W yrhibl,
npeacTaBnsiolme cobom MNOTEeHUMaNbHYIO OMacHOCTb ANs Mnonb3oBaTensd. B aTtom cnyvae
HEO6XOAMMO MPEKPaTUTb IKCMyaTauMio YCTPONCTBA M OTNPaBUTb €ro NPOU3BOANTENIO A4S
3aMeHbl Kopnyca.

Mpn 3KkcnnyaTaumMm B COOTBETCTBUM C HACTOALWMM PyKOBOACTBOM O60pPyAOBaHME He
npeacTaBaseT OnacHOCTW A1F YeNOBEKaA.

NMHPOPMALNA OB N3NTYHEHUN

Mpy nNpaBWAbLHOM 3KCMyaTaumMn W COBGMOLEHUMM PEKOMEHAAUMMA MO  MOHTaxy
YCTPOMCTBO He OKa3blBaeT BPeNHOro BO3AENCTBMS Ha YEJOBEYECKUA OpraHuMaM W
3NeKTPOO6OPYAOBAHME.
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Ba3oBble CTaHLUWM LOMKHbBI XPAaHUTLCS B 3aBOACKOWM YMaKOBKE B KPbITbIX CYXMX CKNaACKMX
MOMELLLEHWNSAX B YCNOBUSAX, UCKITIOYAIOLLMX MPIMOE NonafaHne Bnarn. YCTPONUCTBa AOMKHbI 6bITb
3alMLLEHbl OT TOKOMPOBOASLLEN MbISIU, MAPOB KUCOT U LLENOYEN, @ TaKXKe ra3oB, Bbi3bIBAIOLLMX
KOPPO3MIO 1 paspyLUaloLWmX N30a8UMI0. TemnepaTypa OKpyXXatoLero Bo3ayxa He OHKHA 6biTb
Huxe natoc 5 °C 1 He fomkHa npesbiwaTb natoc 40 °C. OTHOCUTENbHAs BIAXXHOCTb BO34yXa HE
[OMKHa npesbiwaTb 85%.

YcTponcTBa TPaHCMOPTUPYIOT B 3aBOACKOW YMakOBKE BCEMW BMAAMM TpPaHCMOpPTa B
KPbITbIX TPAHCMOPTHbLIX CPEACTBaX B COOTBETCTBMM C MpaBWIaMU MEPEBO3KM PYy30B,
LENCTBYIOWMMN Ha JAHHOM BWAE TPAHCMOPTA, U TEXHUYECKMMW YCIOBUSMU MOrPY3KM U
KpenneHns rpy3os.

Bo BpeMs Morpy3o4yHO-pasrpy304HbIX paboT M TPAHCMOPTUPOBAHNS ALWMKM HE LOMXKHbI
noABepraTbCs Pe3kiM yaapam 1 BO3AENCTBNIO aTMOCHEPHbIX OCaAKOB.

Crnocob6 yknagku auMKOB C U3AeAMEM Ha TPAHCMOPTHOE CPEACTBO AO/MKEH UCKIIIOYaThb
NX MepemeLeHme.

TpaHCNOPTMPOBKA YCTPONCTBA 6€3 YNaKOBKM MOXET MPUBECTU K €ro NOSIOMKE.

TpaHCNOPTMPOBaHME YCTPONCTB AOMYCKAETCS B KPbITbIX FPY30BbIX OTCEKax BCEX TUMOB
Ha Ntobble pacCTosgHMa Npu TemnepaType oT -40 °C go +85 °C.
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BasoBas cTaHLMA MOCTaBNSETCS B CeAytowen KOMNNeKTaLmm:
basosas ctaHumsd — 1 Wwr.

Pannomonynb LORaWAN — 1 mnm 2 wr.?

PoE-uHxekTOp® — 1 WT.

AHTeHHa 4G/LTE*- 1 wr.

AHTeHHa IMTOHACC/GPS*— 1 wr.

Macnopt — 1 wrT.

2 Hanuune JOMNOAHUTENBHOrO MOAY/S 3aBUCUT OT YC/IOBUM MNOCTaBKM

3 Hanuumne KOMMNNEKTYIOLIEN B KOMMIEKTE MOCTaBKM 3aBUCUT OT YCIOBUIM MOCTaBKU; 418 ObecrnedeHns CTabuibHOM
pPaboTbl yCTPONCTBA PEKOMEHAYETCS UCMOb30BaTh KOMMNEKTYOLWME, NOocTaBaseMble komnaHnen OO0 «Bera-
A6conoT»
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* Beea Bera BC-4 / PykoBOACTBO MO 3KCMayaTaLmm

IsroToBuTEeNb rapaHTUpyeT COOTBETCTBUE U34enns LAEUCTBYIOWEN TexXHUYeCKomn
AOKYMEHTaUMM Npu COBMOAEHNN YCNOBUN XPaHEHWS, TPAHCNOPTUPOBAHMS U SKCMayaTaLnm,
YyKa3aHHbIX B «PyKOBOLCTBE MO 3KCMayaTaLnUm».

[apPaHTUNHBIM CPOK 3KCMlyaTauum — 36 MecsaueB CO AHA MNPOAAXW, MNpU YyCIOBUMU
CObMIOAEHUS MPaBUA IKCMAyaTaUMKW, a TakXke YCNOBUM OOCNYXMBaHUA U XpaHeHus. [1pu
HEBO3MOXHOCTW YCTAaHOBUTb AATy MPOAAXM FaPaHTUNHBIN CPOK NCHYUCASETCS C AaTbl BbIMYCKa
yCTPOWMCTBA.

Ecnun YCTaHOBJ/IEHO, 4YTO T[OJIOMKa yCTpOVICTBa npomsowia no He3asmcawmm OT
I'IOTpe6l/ITe)'IFI npudnHam 1M CBd43aHa C ,D,eq)eKTOM MaTepmraioB WM HapylweHnem
TEXHOJIOTMYECKNX MpouLeCCOoB Trpn npom3soactee, 41O B UTOre nAesla€T HEBO3MOXHbIM
hanbHenlee MCnonb3oBaHMeE yCTpOVICTBa, B Te4veHume FapaHTMVIHOI'O CPOKa M3roToBUTEJb
o643aH npeanoCTaBnTb YCNYTU MO PEMOHTY UM 3aMEHNTL BbllLEALLIEE N3 CTPOA yCTpOl;lCTBO nnn
€ro COCTaBHbIE€ YaCTW.

[ns onpeneneHns NpuYmMH OTKa3a MM XxapakTepa MOBPEXAEHN MOXET MOTPEO60BATHLCS
npoBeAeHMEe TEXHMYECKOM 3KCMepTu3bl WM OMArHOCTUKM  COTPYAHWKAMW  KOMMAHWUK
npounsBoauTens. 3ameHa WUIU FapaHTUNHBIA PEMOHT MPOU3BOAATCS MOCAE MOATBEPXAEHMUS
KOMMaHMEN-NPON3BOANTENEM COOTBETCTBMS TPEOOBAHMAM rapaHTUMHbBIX O693aTENbCTB.

[apaHTVa HEe pacnpocTpaHaeTcs Ha PoE-nHxekTop.

M3rotoBUTENb HE HECET FapaHTl/Il;leIX 0643aTeNbCTB npun BbIXoae m3gennma m3 CTpo4,
ecnu:.

® unsgenne He MMeET NacnopTa,

© B nacnopTe He npocTaeneH wTtamn OTK u/mnm OTCyTCTBYeT Haknewmka C
nHPopmMaumen o6 yCTPONCTBE;
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Bera bC-4 / PykoBOACTBO NO 3KCMAyaTaLmm

® 3aBoackon Homep (MAC-agpec), HaHECEHHbIM Ha u3genne, OTIMYaeTCs OT
3aBoackoro Homepa (MAC-aapeca), yka3aHHOro B macrnopTe;

® m3pgenme noaBepranocCb BMeELWATENbCTBAM B KOHCTPYKLUUIO n/vnm nporpamMmmMHoOE
obecneyeHune, He npeayCcMoTpeEHHbIM 3KCﬂﬂyaTaLl,l/lOHHOl7I D,OKyMeHTaLI,l/IeVI,'

© M3OeMEe UMEET MEXaHWYECKME, DNEKTPUYECKME W/UAU UHblE TOBPEXAEHN U
nedeKTbl, BO3HWMKILUME MNPW  HAPYLWEHWW YCNOBUIM TPAHCMOPTUPOBAHWUS, XPaHEHUs U
aKCnayaTaumm;

® m3penme UMeeT Cnelbl PEMOHTA BHE CEPBUCHONO LUEHTPa MNpeanpudatTmna-
N3roToBUTENA,

® KOMMOHEHTHI n3penn4d MMEIKOT  BHYTPEHHUE noBpexageHu4, BbI3BaHHbIE
nonagaHMeEmM BHYTPb NMOCTOPOHHNX I'Ipeﬂ,MeTOB/)Kl/l,D,KOCTel;I N/ Mnn CTUXUNHLBIMK 6eACTBUAMM
(HaBoAgHEHME, MnoXap U T. n.)un NMoBpeEXAeHWA, BbiI3BaHHbIE BJIMAHNEM arpeCCmMBHbIX CpEN,

® MpoKn3oLLEeN eCTECTBEHHbIN M3HOC N BbIPabOTKa YCTPOMCTBA;
® HapyLleHbl NMpaBuia XpaHeHUS U HOPMbl SKCMyaTauuy;
® npeBblWeHbl AOMYCTUMbIE HAarpy3Kku Ha YCTPOMCTBO.

CpeaHum Cpok cnyx6bl nsgenuns — 5 net.

MpY BO3HUKHOBEHUW rapaHTUIMHOIO Ciy4Yas cneayeT 06paTUTbCS B CEPBUCHBIN LEHTP MO
afpecy:

630009, r. HoBocmbupck, yn. bonbwesmnctckasn, 119A.

KoHTakTHbIN TenedoH +7 (383) 206-41-35 no6.5.

e-mail: service@vega-absolute.ru

Pesusna N2 02 ot 14.04.2026 53



Bera BC-4 / PykoBOACTBO MO 3KCMayaTaLmm

NHOOPMALIMA O AOKYMEHTE

3aronoBokK basosas ctaHums Bera 6C-4
Tun LOKYMeHTa PykoBoACTBO
Kon nokymeHTa HEP®.464421.006P3
Homep 1 nata nocnenHewn pesmsunm 02 ot 14.04.2026
VicTopwus pesn3nm
Pesusna [aTta Mms  KommeHTapum
01 02.02.2026 HEE  [data co3paHus LOKYMeHTa
3MeHeHa cTeneHb 3almTbl koprnyca (Ha IP66) no Bcemy
02 14.04.2026 HEE  TekcTy pykoBoacTBa. MI3MeHeH pasgen «8 KomnaekT
NOCTaBKM»
54 PeBun3ma Ne 02 ot 14.04.2026
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